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ABSTRACT OF DISSERTATION 
Dissertation Title: An Entity Solution Frame (ESF) for Autonomous Cars 
Abstract: The Cyber-Physical Systems (CPSs) and Internet of Things (IoT) have become emerging and essential technologies of the past few decades 
that connect various heterogeneous systems and devices. Sensors and actuators are fundamental units in most CPS and IoT systems, they are used 
extensively in vehicle systems, smart health care systems, smart buildings and cities, and many other types of applications.  The extensive use of 
sensors and actuators, coupled with their increasing connectivity, exposes them to a wide range of threats. Given their integration into various 
systems and the use of multiple technologies, it is very useful to characterize their functions abstractly. For concreteness, we study them here in 
the context of autonomous cars. Security is a fundamental objective for autonomous cars because their safe operation can be affected by security 
attacks. In addition, the CPS and IoT systems are integrated in autonomous cars making designing for security very difficult. Designing a secure 
system requires a systematic and holistic global view of the system. We use abstraction in the form of software patterns, which allow us to address 
the complexity and heterogeneity of a system.  Also, we use patterns because they can be used as a guideline for design and describe a component 
of a system at a high level of abstraction without containing any implementation details. These patterns are grouped together to build an Entity 
Solution Frame (ESF) for autonomous diving, which provide us better insight to analyze security issues in autonomous systems. This is the first work 
we know of where Abstract Entity Patterns (AEPs), Abstract Security Pattens (ASPs), and concrete patterns are used to build the ESF and analyze 
security issues in autonomous system. 
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