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SUBJECT: REQUEST FOR APPROVAL OF ELECTRONIC FUNDS TRANSFER POLICY.

PrROPOSED COMMITTEE ACTION

Review and recommend approval to the Board of Trustees the University’s Electronic Fund
Transfer Policy.

BACKGROUND INFORMATION

The 2002 Florida Legislature restructured the Florid School Code authorizing each state
University to move off the State’s financial system. In October 20002, the FAU Board of
Trustees (BOT) approved the University’s financial transition plan which authorized the use of
direct deposit and electronic transfer of funds. At that time, the University did not utilize the
Automated Clearing House process and it was not a part of its original transition plan. To be
in compliance with Florida Statutes, the BOT must approve the University’s Electronic Fund
Transfer Policy.

IMPLEMENTATION PLAN/DATE
The policy becomes effective immediately upon Board of Trustees approval.
F1SCAL IMPLICATIONS

No impact.

Supporting Documentation: Proposed Electronic Fund Transfer Policy.

Presented by: Mr. Dennis Crudele, Senior VP-Financial Affairs Phone: 561-297-3266
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Responsible Authority:
_ Senior Vice President, Financial Affairs

APPLICABILITY/ACCOUNTABILITY:

This policy is applicable to all payments or reimbursements from the University made via
Electronic Funds Transfer.

DEFINITIONS:

Electronic Funds Transfer ("EFT"). The transmission of an electronic message to a financial
institution instructing it to make an electronic entry reflecting the transfer of ownership of funds
from one depositor to another.

POLICY STATEMENT:

Under the direction of the Senior Vice President, Financial Affairs, the Controller's Office is
responsible for the daily management of University bank balances and the general oversight of
EFT activity. The Controller's Office, supervised by the Assistant Vice President for Financial
Affairs, handles all matters concerning fund transactions, including EFT transactions. This
policy governs University's accounting and control procedures for which any funds under its
control are allowed to be moved by electronic transaction for any purpose, including direct
deposit, wire transfer, withdrawal, or investment.

Electronic Funds Transfer can be accomplished via the Automated Clearing House ("ACH") or
wire transfer. ACH is the University's preferred mechanism, but wire transfer is acceptable
when conditions do not support the use of ACH. Through the Senior Vice President, Financial
Affairs, the Assistant Vice President for Financial Affairs may designate and/or authorize staff to
initiate and approve EFTs on behalf of the University.

PROCEDURES:

To promote the safety of University funds in the EFT environment, the following procedures will
be adhered to:

1. The procedure to initiate an EFT is subject to the same financial policies, procedures, and
controls that govern disbursement of University funds by any other means.
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EFT transactions will not be made without proper authorization of affected parties in
accordance with applicable law and regulations and accepted business practices.

The University will provide to the disbursing bank a list of the names and titles of persons
authorized by the University to initiate wire transfer requests (authorized representatives), as
well as associated transfer limits. All ACH transmissions will be sent by the disbursing bank
only after a verification telephone call is placed by an authorized representative using a
unique caller ID.

All EFTs should be initiated by computer-based systems. Phone transfers should be used
only as back-up in an emergency. Phone transfers, except for transfers between University
accounts, will require approval by an authorized representative other than the initiator.

The mechanism by which EFT requests are communicated to the disbursing bank will have
adequate controls to prevent unauthorized access to both the system and to its various
functionalities. These controls should include password protected user accounts, Personal
|dentification Numbers (PINs), and a designated security administrator role. The security
administrator shall ensure that adequate separation of duties exists in accordance with
accepted internal control standards and will protect the integrity of system user profiles. This
includes assigning system IDs to users, changing user IDs as necessary, and assisting
users with technical problems related to the EFT system. In addition, the security
administrator will assign access to functions to users and is authorized to lock out personnel
as directed by the Assistant Vice President for Financial Affairs.

Requests for the electronic transfer of funds, other than transfers among the University's
various bank accounts within the same financial institution, require approval by an
authorized representative other than the initiator. In no case will an individual have the
capability to initiate, approve, and record a non-repetitive EFT to the general ledger.

Because EFTs between University bank accounts have reduced risk, the Controller's Office
may use EFTs on a routine basis to concentrate funds for payment and investment
purposes. Although risks are minimal for transfers between University accounts, reasonable
controls should exist with regard to authorization, reconciliation, and review of these
transactions.

Where EFTs are recurring, the security administrator will initiate the establishment of a
template with receiving and disbursing bank information that may not be altered by those
assigned to its use. The set-up of and modifications to these templates will require the
signature of two authorized University signatories.

Bank balances will be monitored daily for unusual or unexpected transactions.

Reconciliation of banking activity to the general ledger will be accomplished in a timely
manner with investigation and resolution of reconciling items.
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